Online security - advice for home users only
The existence of Blaster Worm, MyDoom, Sasser and others should awake us all to the dangers of exposing any computer to the Internet without providing adequate protection. All computers are vulnerable but because of their market dominance Microsoft based machines should be particularly well protected. Any computer, which is exposed to the Internet, is likely to receive some 100 to 200 intrusion attempts each hour.

Definitions:

Virus

A computer program file capable of attaching to disks or other files and replicating itself repeatedly, typically without user knowledge or permission.

Spyware

Spyware is computer software that collects personal information about users without their informed consent. The term is often used synonymously with adware, which infiltrates your computer to record web sites visited for example, and malware, which is designed to cause damage.

Trojan

A Trojan horse program is a malicious program that pretends to be a benign application; a Trojan horse program purposefully does something the user does not expect by running malicious code that has been inserted into a seemingly useful application such as is used in peer-to-peer file sharing

Worm

Worms are parasitic computer programs that replicate, but unlike viruses, do not infect other computer program files. Worms can create copies on the same computer, or can send the copies to other computers via a network. Worms often spread via IRC (Internet Relay Chat).

(see - http://us.mcafee.com/virusInfo/default.asp?id=glossary and/or look up each term in  WikiPedia at http://en.wikipedia.org/)

Why worry?

At best, an infected computer might become sluggish and crash more often than usual. Alternatively, your key presses (eg for passwords etc.) might be logged and transmitted or you might unwittingly be assisting in the spread of infections to others. At worst and without your knowledge, your computer might be part of a chain relaying Spam (or worse!) to other computers – keep an eye on your modem: if it appears occasionally very active for no reason, it may be that someone else is using it!

Precautions step by step:

Each of the following suggestions is to protect home users or those with stand-alone laptops who connect into modems or into other’s networks to gain Internet access. A single unprotected laptop, which has been exposed to the open Internet, can completely negate network protection when it is introduced into such a system because, by connecting into a network point, it will probably bypass any Firewall or other protection provided.

Step 1.

Ensure you have up to date Virus software installed. Use any reputable brand but ensure it is kept up to date – new viruses are developed continuously and an old piece of virus software will not offer the protection required. A good free solution is AVG (from http://free.grisoft.com/doc/1). This updates automatically when you go online and has proved very effective. Remember if you ever change your virus software; make sure you completely uninstall any previous brand first. AVG now also provide a free Anti-Spyware application – see http://free.grisoft.com/doc/avg-anti-spyware-free/lng/us/tpl/v5
Step 2.

Many file extensions ( eg .doc .xls .ppt and especially .pif .bat .com .dll .sys) may be hiding a Trojan script so it is essential to always consider the source of an email before opening any attachments and in particular do not open attachments sent as .exe files or .scr screen savers.

Step 3.

Never accept the invitation to click on a link to unsubscribe to something you never subscribed to in the first place, never reply to a suspicious email and make sure there is no @ in any link you do click on (the @ may be disguised as a suspicious looking character).

Step 4.

Install a personal Firewall to block unwarranted intrusions. A good free solution is Zone Alarm available at http://www.zonelabs.com/store/content/company/products/znalm/freeDownload.jsp. State you are a novice and accept the defaults – you can fine tune the software as you become more familiar with it – in essence say no to anything which tries to connect to the internet from your machine unless you are clear where the request is coming from.

Step 5.

If you are able to block HTML from your email then do so – coloured and graphics rich emails may look nice but they are a source of intrusion and not the purpose of emails.

Step 6.

Ensure you regularly obtain any Microsoft updates – usually monthly. Note that Microsoft never emails updates and they are only available for the Microsoft update site.

Step 7.

Do not subscribe to ‘at risk’ web sites such as Chat rooms, MSN or Kazaa

Step 8.

If you feel you have been compromised the only answer is to reformat and start again! Some Spyware software is available, however, to try and detect the extent of your vulnerability (see - http://www.spybot.info/en/index.html). AVG now also provide a free Anti-Spyware application – see http://free.grisoft.com/doc/avg-anti-spyware-free/lng/us/tpl/v5
Be cautious because a good way for an intruder to take full control of your computer would be to masquerade as a Spyware to get rid of any competition!

Step 9.

You may wish to install SpamPal free from http://www.spampal.org/ to help minimise unwanted emails or try MailWasher, also free from http://www.mailwasher.net/, to check emails before you download them.

Step 10.

For the technically adventurous you could remove yourself as a target from many attacks by opting for non-Microsoft applications.  Mozilla, Thunderbird and FireFox are excellent (and free!) alternatives to Outlook Express (see http://www.mozilla.org/) and run on Windows quite happily.

Step 11.

If you are really technically proficient, Linux provides a complete alternative to the more familiar Windows environment and is reputed to be much more resilient to these attacks. It is Open Source and therefore absolutely free – see http://www.opensource.org/ and http://www.theopencd.org/ 

Step 12.

An excellent set-up for home networks is to use an old PC as a Linux machine installed with Smoothwall. SmoothWall Express is a free firewall distribution based on the GNU/Linux operating system – see http://www.smoothwall.org/. You can run two separate networks out from Smoothwall each completely protected from the other – so the kids can have one an you can have their own! The networks can include Windows, Linux or Apple Mac PCs or any mix of them.

As an easier alternative to Smoothwall some of the more modern routers look as though they may also provide good protection. Watch this space – they are currently under test!

Links to most of the free and Open Source download products listed can be found at http://www.naaidt.org.uk/links/
Geoff Howard

January 2007

